Shared Secret
FACILITATION GUIDE

This guide is to accompany the "Shared Secret" video and follows the Principles of
Prevention (PoP) displayed above. It is recommended for leaders and equal
opportunity professionals follow this guide when conducting small group training to
educate their members on discriminating behavior(s)/disparaging language.
*For additional information on the PoP go to www.deomi.org and click
the Harassment Prevention tab.

“Shared Secret” Facilitator’s Guide
Introduction to this Guide
This facilitation guide was designed to assist facilitators in conducting small group training on problematic
behavior(s)/ disparaging language. Facilitators should modify this guide as necessary, and based on
members’ responses, be prepared to ask follow-up questions to clarify behaviors and concerns as well as to
link the scenario/behaviors to unit specific examples. Strategies provided in this guide are not an allinclusive list. Unit members should be encouraged to develop their own unique strategies based on their
situation(s).
This guide accompanies the “Shared Secret” video and follows the Social
Ecological Model (displayed to the right) as used by the DoD. Additional
information on the Principles of Prevention is located under the Harassment
Prevention tab of deomi.org. Participants may identify Risk and Protective
Factors (focused on the target or offender) at the Individual; Relationship;
Community; and Societal levels (risk domains).

Overview
The above model can assist leaders in understanding, responding to, and preventing harassment across four
risk domains. Within each risk domain, there are characteristics that, if identified, can assist in developing
prevention methods to reduce, or eliminate, potential problematic behaviors. Using the associated video,
leaders and viewers should attempt to identify these areas, and explore how they might use this knowledge
to develop preventative measures for their organizational teammates.
The description of the Risk/Protective Factors include:
1. Individual- Considers biological and personal history to include age, education, socioeconomic status, substance
use or history of abuse, and other personality traits (low self-esteem, conflict avoidance, low empathy,
overachiever, unrealistic high self-esteem), etc. Prevention strategies would promote positive attitudes, beliefs,
and behaviors, cross-cultural competence (3C), education, and life skills training.
2. Relationship- Examines an individual’s close relationships and social circles, like partners, families, work
teams/ colleagues, personal and family conflict, gender role deviances, low social support, power differentials,
low unit cohesion, etc. Prevention strategies would be designed to develop inclusive behaviors, clear personal
and professional boundaries, emotional intelligence, empathy, active group/bystander intervention, mentoring
programs, or developing support networks or resources for at-risk individuals.
3. Community- Focuses on larger settings like poor command climates, organizational traditions, exclusive groups,
and unit environments. Prevention strategies would affect the social and physical environments, such as
developing inclusive environments, cross-cultural competence, leader presence/involvement, improved
communication, reinforced group expectations/values/respect, and accountability, etc.
4. Societal- Emphasizes broad cultural and Service factors that affect climate, like media influences, differences in
norms, standards. Prevention strategies would be high-level policies/laws, strong Service ethos and values,
education, intervention programs, leadership 3C and buy-in, and other resources etc.

*Note: To orient your audience to the above information visit www.DEOMI.org. Do not allow members to
blame the target (victim) for any negative actions taken against them by an offender.
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The Training Process
Prior to participant’s arrival:
 Ensure the video is prepared to view (direct from www.deomi.org or may be pre-downloaded)
 Arrange the room so participants can observe the video and hear the audio
 Print out handouts (found at the end of this guide)

Begin the Session
Facilitator Reads: The objectives for this training session are:
 To identify risk and protective factors of observed behaviors and correlate the behaviors to the risk
and protective factors by risk domain
 To generate thoughts and ideas about how to best address this situation as a leader
 To understand and discuss different approaches in addressing concerns
*Note: Prior to viewing the video, distribute the handout (last page(s) of this guide) to all participants. The
facilitator should be prepared to discuss the questions below (or similar questions) with the participants.
Display the questions on a bulletin board, butcher paper, PowerPoint, or prepare them in a handout.
Facilitator Reads: The video you are about to view is based on a real life situation. After the video, you
will answer questions individually on the provided handout and then share your answers with the group.
Play the video
Facilitator Reads: Now that you have seen the video, consider the following questions:
• What behaviors did you observe in the video?
• As you observed this interaction(s), what assumptions could be made?
• What are the potential impacts of this behavior? What if they are allowed to persist?
• Who could be impacted by this behavior?
• What was the impact of social media in this scenario?
• How could you prevent further occurrences of similar behaviors in your unit? As a leader, consider
what would be the appropriate actions to take to address and correct this issue.
• How do the behaviors witnessed correlate to the Risk and Protective factors? (see handout)
Facilitator Reads: Take the next 5 minutes to individually complete the worksheet.
After the 5 minutes, read the following: Now that you have had the opportunity to come up with your
individual responses, as a group (5-10), share your responses with each other and come up with a consensus
on corrective strategies to share with the entire group. You will have 15 minutes to discuss your responses.
After the 15 minutes, ask a few small groups to share their responses with the large group.
---------------------------------------------

Additional Discussion Points----------------------------------------------

Possible assumptions/observations
• There is an overall lack of senior leadership presence or knowledge of these events.
• Members are unaware of, or do not understand, the effects/results (short/long term) this
behavior may have on the individual or the organization.
If you observed this interaction, what could/should you do?
• Immediately attempt to safely intervene to stop the situation.
• Inform the initiator of the inappropriate behavior that what they are doing is wrong.
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•

Attempt to remove the newcomer away from the situation and get them the support they need to
resolve any issues; and
Immediately report the situation to your commander/senior leadership.
Monitor others to identify if any other harassing or inappropriate behaviors are occurring.
Recommend courses of action to ensure future inappropriate behaviors does not occur.
If you are in a leadership position, hold the offender(s) appropriately accountable for their behavior.

•
•
•
•

Instructor Note: The charts below are completed anticipated responses. Facilitators should ensure the
learner’s responses accurately reflect observed behaviors and achievable preventable strategies (including
stopping the behavior(s) and holding offenders appropriately accountable).

What did you observe in the video (RISK FACTORS)?
INDIVIDUAL – Target
The Staff Sergeant (SSG) is asking for help
The SSG is “still” new to the organization
The SSG is one of the only males in the department
The SSG privately informed another person about
his sexual inexperience (still a virgin)
• The SSG blamed one female for posting his
personal information online

•
•
•
•

RISK DOMAINS

INDIVIDUAL – Offender

RELATIONSHIP
• The females collaborated against

the male
• The females “teamed up” against
the SSG and laughed at him
• Other, more experienced leaders
did not seem to be present in the
area

• Sara allegedly posted the SSG’s information online
• Sara sent the SSG sexual messages and images
• Sara is including others in her attempt to possibly
humiliate/tease the SSG

COMMUNITY

SOCIETAL

• Multiple individuals sent explicit • Social acceptance of disparaging/
images to the SSG
derogatory behaviors towards
• Support mechanisms for unit
others as a means of exclusion
members are not widely known/
• Media portrayal of negative
publicized (the SSG doesn’t know
behaviors as acceptable, common
where to go/what to do)
and frequent
• General acceptance by many for
• Individuals share personal
inappropriate bullying/sexually
information on social media that
harassing type behaviors
exposes them to a larger audience
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The non-inclusive list of protective factors and potential strategies which might be present or which could be
used or tailored to address/remedy the situation.

How would you intervene and prevent future occurrences (PROTECTIVE FACTORS)?
INDIVIDUAL – Target

INDIVIDUAL – Offender

RISK DOMAINS

• The member was willing to come forward to share

sensitive information to get help
• Don’t discuss (personal) information, or share on
social media, you don’t want others to know about
unless they are required to maintain confidentiality
(e.g., medical personnel, spiritual cleric)
• Know where to go, and whom to inform if you feel
you are/have experienced inappropriate (or risk of)
verbal, physical, threat of, and/or psychological
behaviors towards you or others

RELATIONSHIP
• Question peers’ behavior(s) when

something doesn’t feel right
• Monitor peers/subordinates
reception towards accepting new
members; paying close attention
to new member's first 90 days
• Be willing to confront a situation
you know is wrong

• Recognize and understand the purposes behind
policies; follow them
• Reflect on the situation before you act; put yourself
in the other person’s shoes and ask yourself “How
would I feel if someone did this to me?”

COMMUNITY
• Create and frequently
communicate a strong zero
tolerance enforceable policy
• Hold members accountable for
leading/ participating in,
inappropriate behaviors
• Discuss avenues (including
anonymously) for reporting
inappropriate behaviors
•

SOCIETAL
• Discourage social media that
supports harassment/
inappropriate behaviors
• Take a stand against
inappropriate behaviors and
make efforts to desensationalize
events

Summary
Facilitator: The above non-inclusive list of strategies are based on protective factors that may be present
in the situation or which can be developed to prevent or eliminate problematic behaviors from occurring.
Some might consider the behaviors exhibited in this scenario as harmless, but they are not. The comments
and behaviors exhibited in this scenario may seem simple in nature but they can lead to dire consequences.
Harassing and disrespecting peers and other people groups based on their sex, ethnicity, culture or other
factor is unacceptable and must not be tolerated. If you become aware of any (actual or implied) hazing/
harassing/bullying activities or any form of workplace harassment, it is your duty to immediately report it
to the proper agency/authority. This includes the commander, supervisor, inspector general’s office, MEO
office and/or staff designated by the military service to receive a complaint. These behaviors are
prohibited in all circumstances and environments, including off-duty or ‘unofficial’ unit functions and
settings. Department of Defense Instruction 1020.03, February 8, 2018

5

Handout
Directions: Within each box below, identify the Risks you observed from the video based on the following
Risk/Protective Factors.
Risk/Preventive Factors include:
1. Individual- Considers biological and personal history to include age, education, socioeconomic status, substance use
or history of abuse, and other personality traits (low self-esteem, conflict avoidance, low empathy, overachiever,
unrealistic high self-esteem), etc. Prevention strategies would promote positive attitudes, beliefs, and behaviors, crosscultural competence (3C), education, and life skills training.
2. Relationship- Examines an individual’s close relationships and social circles, like partners, families, work
teams/colleagues, personal and family conflict, gender role deviances, low social support, power differentials, low
unit cohesion, etc. Prevention strategies would be designed to develop inclusive behaviors, clear personal and
professional boundaries, emotional intelligence, empathy, active group/bystander intervention, mentoring programs,
or developing support networks or resources for at-risk individuals.
3. Community- Focuses on larger settings, like poor command climates, organizational traditions, exclusive groups, and
unit environments. Prevention strategies would affect the social and physical environments, such as developing
inclusive environments, cross-cultural competence, leader presence/involvement, improved communication, reinforced
group expectations/values/respect, and accountability, etc.
4. Societal- Emphasizes broad cultural and Service factors that affect climate, like media influences, differences in norms,
standards. Prevention strategies would be high level policies/laws, strong Service ethos and values, education,
intervention programs, leadership 3C and buy-in, and other resources etc.

What did you observe in the video (RISK FACTORS)?

RISK DOMAINS

INDIVIDUAL – Target

RELATIONSHIP

INDIVIDUAL - Offender

COMMUNITY

SOCIETAL
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Handout
Now that you identified the risks, consider what protective factors might be present across the Individual,
Relationship, Community and Societal levels. Think about how you could/would immediately address the
current situation or to prevent future occurrences. Place your responses in the appropriate blocks.

How could you intervene or prevent future occurrences (PROTECTIVE FACTORS)?

RISK DOMAINS

INDIVIDUAL – Target

RELATIONSHIP

INDIVIDUAL – Offender

COMMUNITY

SOCIETAL

Notes:
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